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SUMMARY
May 2024

This month we met with GitHub on the
most feasible approach to encourage
more maintainers (particularly those of
popular projects) to leverage available
tooling (i.e. static analysis, secret
detection, dependency management,
and private vulnerability reporting).

We also met with KForce and the Open
Source Technology Improvement Fund
(OSTIF) to scope the evaluation of all
open source AI packages/libraries. The
expected outcome of this initiative is
intended to: Relieve the time needed
from Engineering teams to evaluate
vulnerabilities when using specific AI
tools and provide an overview of
implementation flaws, vulnerabilities,
etc. for each AI package. Alpha Omega
has a set budget and goal to complete
this scope by the end of 2025.

https://ostif.org/
https://ostif.org/
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We also had the first in a series of
regular meetings with the Open
Technology Fund and the Sovereign
Tech Fund, to build better connections,
share learnings, and to the extent
possible, collaborate on funding critical
open source projects.

We've also decided to hold our next in-
person roundtable for Alpha-Omega
engagement partners and friends at
the Open Source Summit EU in
September. We'll share additional
information when it's available.

https://www.opentech.fund/
https://www.opentech.fund/
https://www.sovereigntechfund.de/
https://www.sovereigntechfund.de/


Node.js
jQuery
The Eclipse Foundation
OpenSSL
Homebrew
FreeBSD

EX IST ING
ENGAGEMENTS

Our existing engagements provide monthly updates to us through our public
GitHub repository:

The Rust Foundation
The Python Software Foundation
ISRG
OpenRefactory
Kernel
RubyCentral

A FEW NOTABLE WORK UPDATES
FROM GRANTEES
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Security Audits
One of Alpha-Omega's four "buckets" of focus are on security audits; this month, we had
two such audits complete:

Eclipse Kuksa: This project provides shared building blocks for Software Defined
Vehicles, and the audit covered the data broker and the Python client, conducted by
Quarkslab and managed by the Open Source Technology Improvement Fund. There
were two high severity findings and about a dozen lower severity findings, all
addressed in the latest version. Download the full report.
OpenSSL: This security audit focused on the libcrypto component of OpenSSL 3.1, and
was conducted by Trail of Bits and managed by the Open Source Technology
Improvement Fund. There were four medium and six low severity findings. Download
the full report.

https://github.com/ossf/alpha-omega/tree/main/alpha/engagements/2023/eclipse
https://github.com/ossf/alpha-omega/tree/main/alpha/engagements/2024
https://github.com/ossf/alpha-omega/tree/main/alpha/engagements/2024
https://blogs.eclipse.org/post/marta-rybczynska/eclipse-kuksa-security-audit-has-been-completed
https://www.quarkslab.com/
https://ostif.org/
https://ostif.org/wp-content/uploads/2024/05/Kuksaaudit1.2.pdf
https://www.openssl.org/blog/blog/2024/05/02/ostif/
https://www.trailofbits.com/
https://ostif.org/
https://ostif.org/
https://github.com/trailofbits/publications/blob/master/reviews/2023-09-openssl-securityreview.pdf
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Python Software Foundation (PSF)
PyCon US 2024 was held this month, with Seth Larson and Michael Winser delivering
a talk, State of Python Supply Chain Security to a packed conference room. 

CPython's Hardened Compiler Options Guide for C/C++ project was accepted to
Google's Summer of Code 2024, and Seth is mentoring the contributor.

On the build side, work has been completed to separate the build, test, and
documentation stages, reducing dependencies of the source build by about 660.
Windows artifacts distributed on python.org will have SBOMs available after the next
release.

OpenRefactory
Link to results: Results from Scan and Audit Performed by OpenRefactory

https://us.pycon.org/2024/schedule/presentation/148/
https://github.com/ossf/wg-best-practices-os-developers/blob/main/docs/Compiler-Hardening-Guides/Compiler-Options-Hardening-Guide-for-C-and-C%2B%2B.md
https://www.python.org/downloads/release/python-3130b1/
https://www.python.org/downloads/release/python-3130b1/
https://docs.google.com/spreadsheets/d/1K8dc6SrSEoqqh46cFisZM1tiN4CigaXsqkCKfCM8UTs/edit#gid=228743971
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Homebrew
Last November, we engaged with the Homebrew team and Trail of Bits to add build
provenance to Homebrew. The core part of this work now live (public beta):
homebrew-core is now cryptographically attesting to all bottles built in the official
Homebrew CI. You can verify these attestations with the (currently external, but
soon upstreamed) brew verify command. This means that, from now on, each bottle
built by Homebrew will come with a cryptographically verifiable statement binding
the bottle’s content to the specific workflow and other build-time metadata that
produced it. This metadata includes (among other things) the git commit and GitHub
Actions run ID for the workflow that produced the bottle, making it a SLSA Build L2-
compatible attestation.

https://repos.openssf.org/proposals/build-provenance-and-code-signing-for-homebrew
https://blog.trailofbits.com/2023/11/06/adding-build-provenance-to-homebrew/
https://blog.trailofbits.com/2023/11/06/adding-build-provenance-to-homebrew/
https://github.com/Homebrew/homebrew-core
https://github.com/Homebrew/homebrew-core/attestations
https://slsa.dev/spec/v1.0/levels#build-l2
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OKR UPDATES
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WHAT ’S  NEXT

Our next update (for June) will be
delivered by Monday, July 8th, and our
next Alpha-Omega public meeting will
take place on Wednesday, July 3rd. If you
have any questions about this update or
any of our work, please contact the
Alpha-Omega team at info@alpha-
omega.dev or reach out to one of us
directly.

Bob Callaway, Google
Henri Yandell, AWS
Michael Scovetta, Microsoft
Michael Winser, Alpha-Omega

mailto:info@alpha-omega.dev
mailto:info@alpha-omega.dev

