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SUMMARY
June 2024

We're active and healthy. Our team
consists of Michael Scovetta
(Microsoft), Henri Yandell (Amazon Web
Services), Bob Callaway (Google),
supported by Michael Winser
(contractor) and Michelle Martineau
and Tracy Li from the Linux
Foundation. We've received over $5M
in funding so far in 2024 and are
actively meeting with new potential
engagement partners. Our team meets
weekly, we also meet with at least a few
partners and grantees a week to gather
updates and review proposals. The first
half of the year has resulted in over 4M
in grants that have helped catalyze
sustainable security improvements to
the world's most critical open source
projects and ecosystems. Our goal is to
match this investment in the second
half of 2024.
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In June Alpha Omega developed a plan
to understand the security posture of
the 100 most-interesting open source
AI libraries, with particular focus on
those characteristics unique to AI and
generative AI. Alpha Omega has
partnered with OSTIF to assist in this
initiative. The methodology will evolve
over time as new threats are identified
and analysis techniques are refined.
You can review a full list of proposed
libraries here. The expected outcome
of this initiative is intended to: Relieve
the time needed from Engineering
teams to evaluate vulnerabilities when
using specific AI tools and provide an
overview of implementation flaws,
vulnerabilities, etc. for each AI package.
Alpha Omega has a set budget and
goal to complete this scope by the end
of 2025.

EX IST ING
ENGAGEMENTS



Node.js
The Eclipse Foundation
Homebrew
The Rust Foundation
The Python Software Foundation

EX IST ING
ENGAGEMENTS

Our existing engagements provide monthly updates to us through our public
GitHub repository:

Support of LLVM ports to Debian 
OpenRefactory
Kernel
RubyCentral
ISRG

A FEW NOTABLE WORK UPDATES
FROM GRANTEES
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Debian/Ubuntu LLVM Packaging 
New Features and Improvements: Added support for Ubuntu Noble, packaging of
llvmlibc, made libpolly available as a separate package, improved automation for patch
handling and integrated mold as a linker for faster builds
Toolchain Updates: Pushed numerous updates across LLVM Toolchain versions 16,
17, 18 and 19 - Debian, Ubuntu and apt.llvm.org
 Issues Reported and Fixed: Reported multiple upstream issues and resolved several
significant ones. Improving the builds on all platforms.
Additional Changes: Implemented a workaround for Bookworm in llvm.sh and
continued to refine the automation processes, and improved the documentation of
the processes.

https://github.com/ossf/alpha-omega/tree/main/alpha/engagements/2023/eclipse
https://github.com/ossf/alpha-omega/tree/main/alpha/engagements/2024
https://github.com/ossf/alpha-omega/tree/main/alpha/engagements/2024
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ISRG
AV1 Media decoders have historically been fertile ground for memory safety vulnerabilities. This
is because they are complex, heavily used, and commonly processing untrusted data from
networks. AV1 is set to become one of the most important media formats on the Internet.
Prossimo is building a high-performance and memory safe AV1 decoder, called Rav1d.

At this point in the project, the Rust code is functionally equivalent to the original C code. In
June, the team focused primarily on:

Performance profiling and optimization
Integration and polish

Performance work has focused on identifying regressions and addressing them. Optimizations
included profiling and improving runtime performance in the latest safe code. In addition, the
team worked on improving the memory overhead by porting upstream dav1d (the C AV1
decoder from which rav1d was transpiled) changes.

The team is currently seeking to close the ~11% performance delta between the original C code
and the transpiled Rust code. ISRG has made outside advisors available to consult on this issue.

OpenRefactory
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Ruby Central
We have refactored a large portion of our authorization system, using rails best
practices (a gem known as "Pundit").
We are continuing to work on the API authorization system, which adds an extra
layer but is not blocking yet.
In the meantime, we have devised a roadmap for the upcoming features for
Organizations.

Excerpt: 
In order to eventually support namespaces for gems, we must first establish a clear,
useful organizational structure. The structure must be in place before namespaces
so that management of the namespace is owned by a well defined organizational
structure with effective permission control.

We eventually aim to provide a solution that supports the following namespace and
ownership related goals:

Reduce customer confusion for tools and services spanning multiple gems. It is
not uncommon for an organization to distribute many packages, such as Rails
with the active/action packages, AWS with SDK clients, Ruby standard library
gems, etc.
Help clarify ownership of gems so typosquatting is less effective.
Allow for a better gem owner permissions model that ensures the security of
gems by controlling ownership and access.
Increase security by allowing teams to collaborate or automate processes
without requiring shared accounts and credentials.
Increase transparency around actions taken by team members by recording and
reporting events for any actions performed by a member of the organization.
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OKR UPDATES
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WHAT ’S  NEXT

Our next update (for July) will be
delivered by Monday, August 12th, and
our next Alpha-Omega public meeting
will take place on Wednesday, August
7th. If you have any questions about this
update or any of our work, please
contact the Alpha-Omega team at
info@alpha-omega.dev or reach out to
one of us directly.

Bob Callaway, Google
Henri Yandell, AWS
Michael Scovetta, Microsoft
Michael Winser, Alpha-Omega

mailto:info@alpha-omega.dev

