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Executive Summary
Open source software runs most of the world’s digital infrastructure – government systems, 
financial platforms, the cloud services your company depends on. Most open source software is 
maintained by people who aren’t paid to do it. When a critical vulnerability shows up in a library 
with three maintainers, those maintainers find out the same way everyone else does.

Alpha-Omega exists to address this challenge by serving as a funding catalyst. We fund the 
security work that otherwise goes undone: dedicated security staff at the organizations 
maintaining critical software, independent audits, infrastructure hardening and other necessary 
steps to protect digital infrastructure.

To everyone who created, maintained, 
or contributed to an open source project in 2025 – thank you!

In 2025, we issued nearly $6 million in grants. We funded security engineers at ten open source 
organizations, including the Python Software Foundation, OpenJS Foundation, and Ruby Central. 
We supported hardening work in the Linux kernel and LLVM, paid for independent audits of 
widely deployed projects, and backed Rust-based reimplementations of TLS and the AV1 codec. 
We also ran four roundtables with grant recipients in order to allow organizations to compare 
notes and help each other.

By funding dedicated security work, providing expert support, and creating pathways for 
sustainable contribution, we can strengthen the open source ecosystem without placing undue 
burdens on the very people who make it possible.

None of this happens without the generous donations from Amazon Web Services (AWS), 
Citi, Google, and Microsoft. Their support made it possible to address longstanding security 
challenges, improve processes, and harden Infrastructure across many of the world’s most 
important open source projects and ecosystems. We are extremely grateful for their support. 
Equally important, Alpha-Omega looks to engage with the communities we work with to build 
lasting security cultures where we’re embedding security into their government’s staffing, 
tooling, and daily practices in a way to make sure this will endure well beyond each individual 
grant or project. The combination of Alpha-Omega’s investment in the energy, leadership, and 
commitment of our partners is a formula that continues to deliver results and we will keep at it in 
2026.
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2025 Outcomes 
The Alpha-Omega organization continued support for transformative security engineering roles 
with the major foundations, including PSF, Rust, EF, Ruby Central, and the Linux Kernel. Major 
progress towards the hardening and viable business models for the package registries and 
shared infrastructure like ecosyste.ms and ASF secure release process. Kernel security was and 
will continue to be a major priority through actions such as the acceptance of Rust for Linux, 
kernel hardening by eliminating entire classes of vulnerabilities, eBPF auditing, and Kernel related 
LLVM work, and Debian LLVM (Sylvestre).

2025 became the year of the audit, with our auditing partner OSTIF allowing for the 
normalization of audits as the launching point for more and more Alpha-Omega engagements 
and allowing audits to be the funnel into ongoing maintenance funding after initial remediation. 
Innovations towards reducing the maintainer toil for critical security-related tasks with processes 
and procedures such as VEX, Capslock, Rapid Security Reviews, and EF’s contributor identify 
work. All of this year’s work was influenced and shaped by cross-cutting trends where European 
Cyber Resilience Act (CRA) readiness has been a defining theme, sustainability and economics are 
important, AI is everywhere (both good and bad), trusted publishing is paramount and open source 
metadata is critical (ecosyste.ms, About Code, etc.)

What is Alpha-Omega?

Alpha-Omega is a fund dedicated to the security of the open source software powering the 
world’s technology. Open source underpins most modern digital infrastructure including cloud 
platforms and financial systems, mobile applications, and government operations. Yet many 
critical projects remain under-resourced and face growing security risks. Alpha-Omega exists 
to address this challenge by serving as a funding catalyst that supports the maintainers, 
communities, and ecosystems where security investment can have the greatest impact.

In 2025, Alpha-Omega was backed by Amazon Web Services (AWS), Citi, Google, and Microsoft, 
and operated as a Directed Fund within the Linux Foundation, and in close partnership with 
the Open Source Security Foundation (OpenSSF). Since our founding in February 2022, we 
have issued more than 70 grants totaling more than $20 million to support major ecosystems, 
package registries, and individual projects. Our investments target ecosystems, core platforms, 
package managers, programming languages, and foundations that have both the organizational 
intent and the operational ability to improve security across multiple projects. In practice, this 
often means funding dedicated security roles. These leaders strengthen the security culture for 
entire organizations and communities. More and more often, our work begins with a security 
audit that reveals the most pressing needs. We also invest in tooling and solutions that scale 
beyond any single project, finding or addressing entire classes of vulnerabilities across many 
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codebases simultaneously. This range, from highly leveraged organizational and cultural change 
to technologies that reach thousands of projects, defines our approach.

We value experimentation. The best way to address security risk in open source is not always 
obvious, and we are committed to making investments, learning what works and what does not, 
and refining our approach over time. We welcome community input on how we select projects 
and on the types of activities that will have the greatest impact.

Sponsors and Supporters
We would like to thank the following organizations for sponsoring and supporting Alpha-Omega 
in 2025. With their assistance, improving the security of open source software has been made 
possible.
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Engagement Partners
We’d also like to thank our partner organizations associated with our Alpha engagements; these 
organizations maintain software used by millions of developers and billions of end-users.

Apache Software Foundation

Alpha-Omega began supporting the Apache Software Foundation’s (ASF) security infrastructure 
in 2025, backing a project whose stakes are easy to understate. ASF projects run in data centers, 
developer pipelines, and production systems worldwide. When release and governance processes 
have gaps, those gaps have real reach.

The centerpiece is Apache Trusted Releases (ATR), a platform that standardizes how ASF projects 
build, verify, and publish software. Before ATR, release processes across the Foundation were 
a patchwork: some manual, some automated, most dependent on aging infrastructure. That 
inconsistency creates an attack surface and makes regulatory compliance nearly impossible to 
demonstrate. ATR replaces it with shared infrastructure where the controls are built in by default.
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The team moved fast. An internal alpha launched in June 2025, a demo ran at the “Community 
over Code” conference in September, and a public alpha followed in October. Nearly twenty 
projects participated, including Apache Airflow, Maven, Tomcat, Solr, and Arrow. That testing 
generated real feedback, and a production-ready beta is targeted for the first half of 2026.

The security features are substantive: multi-factor authentication, token and key management, 
Software Bill of Materials (SBOM) verification and augmentation, and AI-assisted compliance 
checking against Supply-chain Levels for Software Artifacts’ (OWASP) Application Security 
Verification Standard (ASVS) requirements, Supply-chain Levels for Software Artifacts (SLSA) and 
attestation checks are planned for the coming year. Release managers can review compliance 
results before calling a vote, vote tallying is automated, and the longer-term plan routes releases 
directly to downstream package managers as part of finalization.

The initiative also produced a second tool: the Board Agenda Tool (BAT), which the ASF Board has 
been using since October. The Board’s nine volunteer directors review more than 100 reports 
per meeting cycle. BAT makes that workload manageable and helps directors surface security-
related issues across the project portfolio. It gets less attention than ATR. But governance tooling 
is ultimately how standards get enforced, not just written.

Bytewhisper Security

Alpha-Omega engaged Bytewhisper Security in 2025 to focus on an area of growing urgency: the 
security of the open source AI and machine learning stack. As organizations rapidly adopt open 
source AI libraries to build and deploy models, many of these projects have not yet received the 
level of security scrutiny that more established infrastructure software has. Bytewhisper’s work 
targeted this gap directly, combining automated scanning with hands-on expert analysis across a 
set of high-impact AI projects spanning Python, JavaScript, and C/C++. 

The team deployed CodeQL and Snyk across target repositories, triaged hundreds of findings, 
and developed practical guidance for maintainers – including hardening guides, security 
testing guides, and vulnerability triage documentation designed to be adopted long after the 
engagement ends. Bytewhisper also collaborated with OSTIF to coordinate findings from Alpha-
Omega’s broader AI security review efforts, and produced a blog post on defending against 
prompt injection when building with open source tooling – a topic of immediate relevance as 
AI-powered applications proliferate. This engagement represents Alpha-Omega’s continued 
experimentation with new approaches to securing the fast-moving frontier of open source AI.
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Eclipse Foundation

The Alpha-Omega investment in the Eclipse Foundation continues to demonstrate how 
dedicated security staffing can transform an entire open source ecosystem. With Alpha-Omega’s 
support, the Eclipse Foundation Security Team delivered major advances across supply-chain 
security, ecosystem governance, infrastructure resilience, and project-level support throughout 
2025.

A defining achievement this year was the significant scaling of the team’s Rapid Security 
Review program, which provides focused, efficient security assessments to projects across the 
Foundation’s vast portfolio. These reviews give project teams actionable findings without the 
lengthy timelines and high costs associated with traditional full-scope audits, making it possible 
to raise the security baseline across far more projects than a conventional approach would allow. 
The team also advanced identity verification for maintainers through a new partnership with 
iDenfy, and made critical upgrades to the Foundation’s identity and access management platform 
– including quietly launching multi-factor authentication for user accounts and authenticated 
GitHub account linking. These steps strengthen the trust and integrity of the people and systems 
behind Eclipse projects.

Another standout achievement was the continued evolution of Otterdog, a tool that manages 
GitHub configurations at scale across more than 240 organizations. Over the course of the 
year, the team matured Otterdog through multiple releases; expanding policy enforcement, 
adding new command-line capabilities, improving documentation, and streamlining contributor 
onboarding. These improvements brought greater automation and consistency to the 
Foundation’s code-hosting infrastructure, raising the security baseline for hundreds of open 
source projects simultaneously.

The year tested the team’s resilience as well. They led incident response during a major 
infrastructure outage in April, handled malware discovered in the Open VSX marketplace, and 
conducted proactive risk assessments in the wake of the tj-actions compromise and other 
supply-chain attacks affecting the broader ecosystem. Beyond their own community, the team 
contributed to open source security more broadly through training, conference presentations, 
advisory work, and collaborations with OSTIF and other industry partners. Taken together, 
2025 marked a year of significant operational hardening and growing ecosystem impact, a clear 
return on the sustained investment in building dedicated security capacity within open source 
foundations.
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FreeBSD

In 2025, the FreeBSD Foundation focused on a challenge that many long-established open 
source projects face but few have tackled systematically: understanding and managing the third-
party software embedded within a large, complex codebase. FreeBSD, as one of the foundational 
operating systems underlying critical internet infrastructure, cloud platforms, and embedded 
systems worldwide, carries a particular responsibility to ensure that every component in its base 
system is maintained, up to date, and secure.

The year began with the completion of an upgrade to OpenSSL 3.5 LTS, removing a significant 
end-of-support risk for the entire system. OpenSSL is the cryptographic library that secures 
network communications across FreeBSD and countless applications built on top of it, so keeping 
it current is essential for the safety of every organization and user that depends on the platform.

The core of this year’s effort, however, was more structural. The team built a comprehensive, 
machine-readable inventory of every third-party component in the FreeBSD base system, a 
foundational step that sounds straightforward but is remarkably difficult in practice for a project 
with decades of history. This inventory now drives what the FreeBSD team calls its “Beach 
Cleaning” initiative, a structured decision framework for evaluating each dependency and 
determining whether to fix it, fork it, or forgo it entirely. This kind of disciplined approach to legacy 
dependencies is exactly the type of work that often goes unfunded but has outsized impact on 
long-term security and maintainability. Additional work on Software Bill of Materials (SBOM) 
generation, test suite integration, and improved tracking of upstream changes and security 
advisories is underway and will continue into next year.

What makes this project especially valuable from Alpha-Omega’s perspective is its potential as 
a model for the broader open source community. Many projects face the similar challenges of 
aging embedded dependencies, inconsistent upstream support, and growing expectations around 
supply-chain transparency from regulators and enterprise users alike. The combination of a 
structured dependency inventory, a clear decision framework, and early SBOM work provides a 
practical, replicable template that other communities can adapt to their own needs.

JCapsLock

The 2024 XZ Utils incident (tracked as CVE-2024-3094) – in which a widely used compression 
library was covertly backdoored to enable unauthorized network connections and code execution 
– was a stark reminder that knowing what your software depends on is only half the battle. 
Equally important is understanding what those dependencies can actually do once they are 
running inside your application. Alpha-Omega’s support for JCapsLock in 2025 addressed this gap 
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head-on, bringing capability analysis tooling to the Java ecosystem.

At its core, JCapsLock answers a deceptively simple question: “What privileged operations can 
each of my dependencies perform?” The project delivered a working MVP that integrates directly 
into Maven, the most widely used Java build tool, and analyzes compiled package files to identify 
and flag capabilities such as file system access, network connections, process execution, native 
code calls, and reflection. Because JCapsLock works at the bytecode level rather than analyzing 
source code, it can assess any package regardless of which JVM language it was written in (Java, 
Kotlin, or Scala) and regardless of whether source code is available. This is an important practical 
distinction, since many dependencies in real-world applications are consumed as compiled 
artifacts without source.

Alpha-Omega’s contribution to this initiative went well beyond funding. Our role in convening 
key players across ecosystems – including the Apache Commons and Solr communities, Google’s 
Capslock team, and the Rust Foundation – was instrumental in helping the JCapsLock team learn 
from parallel efforts in other languages and work toward a more unified, cross-platform approach 
to capability control. A key outcome of this collaboration is a workflow that allows developers to 
snapshot their dependency baseline and then detect when libraries gain new capabilities across 
updates. The concept is similar to the permission model familiar to mobile phone users where 
an app must declare what it can access, but the approach is tailored for developers managing 
software supply chains. This addresses a critical and largely unresolved gap in Java security: the 
ability to control not just what you depend on, but what those dependencies are permitted to do.

Perhaps the most forward-looking development was the first prototype of a runtime 
enforcement agent. Java’s previous mechanism for restricting code behavior, the Security 
Manager, has been deprecated due to its complexity and performance overhead. JCapsLock’s 
lightweight agent takes a different approach, operating at the individual library level rather than 
the entire process level. Each dependency is locked to a declared set of capabilities, and any 
behavior outside those boundaries can be flagged or blocked. This creates a defense-in-depth 
model: static analysis catches capability changes during development before code ships, while 
the runtime agent detects and contains malicious or unexpected behavior in production. Together, 
these layers provide meaningful protection against the kind of supply-chain compromise that the 
XZ Utils incident made so vivid — where a trusted dependency quietly begins doing things it was 
never supposed to do.

Linux Kernel

In 2025, Alpha-Omega sponsored two dedicated Linux kernel developers focused on hardening 
and compiler efforts – work that strengthens the security foundations of the most widely 
deployed operating system kernel in the world. Linux runs on everything from smartphones and 
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cloud servers to embedded devices and critical infrastructure, meaning that improvements to the 
kernel’s security posture have an outsized ripple effect across the entire technology landscape.

The primary hardening effort this year centered on eliminating variable-length arrays from the 
kernel codebase. Variable-length arrays are a programming construct that can introduce subtle, 
hard-to-detect bugs – including buffer overflows that attackers can exploit. By systematically 
removing them, the team was able to enable the compiler warning flag -Wvla, which now 
automatically catches any future attempts to reintroduce this class of risk. The team also 
enabled additional compiler protections: -Wcast-function-type, which catches programmer 
errors involving mismatched function types at build time rather than allowing them to cause 
unpredictable behavior at runtime, and -fstrict-flex-arrays=2, which brings the kernel in line with 
stricter C99 standard behavior for flexible array members. Each of these changes represents a 
category of potential vulnerability that is now prevented automatically during the build process, 
before the code ever reaches users – exactly the kind of proactive, structural improvement that 
delivers compounding security benefits over time.

The second major effort ensured that the LLVM compiler toolchain continues to work correctly 
with the Linux kernel codebase. As LLVM evolves and introduces stricter correctness checks, the 
kernel code must be updated to remain compatible. This required constant monitoring of the 
LLVM development tree and numerous kernel code changes to accommodate newer compiler 
versions. Beyond compatibility, the team contributed new features to both the kernel and 
the compiler, including improvements to link-time optimization, kernel control flow integrity, 
profile-guided optimization, auto feedback-directed optimization, and capability analysis. These 
capabilities help the compiler produce more secure and more performant kernel builds, giving 
Linux distributions and the organizations that rely on them stronger protections without requiring 
changes to their own code.

LLVM

Alpha-Omega’s support in 2025 helped secure a piece of open source infrastructure that most 
software users never think about but nearly all depend on: the LLVM compiler toolchain as 
packaged and distributed through Debian and Ubuntu. A compiler is the tool that translates 
human-written source code into the machine instructions that computers actually run, which 
means that the security and correctness of the compiler itself has direct implications for every 
piece of software built with it. LLVM is one of the most widely used compiler frameworks in the 
world, and Debian and Ubuntu are among the most popular Linux distributions – so the point 
where LLVM releases are packaged for these distributions represents a critical supply-chain 
boundary where upstream issues, if left uncaught, can silently propagate into security-sensitive 
software used by millions.
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A major focus this year was the controlled enablement and stabilization of LLVM versions 20 and 
21. The team performed multiple uploads into Debian unstable and Ubuntu alongside snapshot 
builds in experimental, allowing regressions and compatibility issues to be detected and resolved 
before reaching production users. At the same time, obsolete platforms were retired and newer 
distributions (Debian Trixie, Ubuntu 25.04, and later releases) were enabled and validated, reducing 
the ecosystem’s exposure to unmaintained toolchains. The team also modernized the LLVM 
distribution test suite by migrating it to the bats testing framework, making packaging failures 
easier to detect, diagnose, and act on before they affect downstream consumers.

The scale of this work’s impact is considerable. In just the most recent month, LLVM packages 
delivered through this pipeline served over 181 terabytes of data across nearly 258 million 
requests, and more than 28,000 references to apt.llvm.org can be found across repositories on 
GitHub. Numerous Debian and Ubuntu packages depend on the LLVM toolchain packages — 
including Rust – meaning that the reliability of this distribution pipeline has a cascading effect 
across multiple language ecosystems. Infrastructure reliability was further improved through 
updates to CI and image pipelines, and upstream regressions uncovered during the course of 
this work were reported directly to the LLVM project, benefiting the broader compiler community 
beyond Debian and Ubuntu alone.

OpenJS Foundation

The OpenJS Foundation, supported by generous funding from Alpha-Omega, made significant 
progress strengthening security for Node.js and the wider OpenJS project ecosystem in 2025. The 
work centered on systematic improvements including how OpenJS responds to vulnerabilities 
and incidents, automating release processes, improving our documentation, providing hands-on 
support for more than 10 OpenJS-hosted projects, and fostering collaboration with OpenJS 
friends in the ecosystem. Several initiatives increased security maturity across all OpenJS 
projects, including the launch of the OpenJS CNA, updates to security compliance guidelines / 
coordinated disclosure practices, and completing security assessments for 6 projects and threat 
models for 2. 

In parallel, the Foundation worked with ecosystem partners like GitHub and npm to share secure 
publishing guidance and policy changes. Together, the results are a more predictable, more 
transparent, and more resilient security posture across the foundation and broader JS ecosystem.

A major milestone was the launch of the OpenJS CVE Numbering Authority, giving the 
Foundation direct authority to assign and manage vulnerability identifiers for its hosted projects. 
The rollout was backed by six virtual town halls, a maintainer guide, and direct operational 
support, and the effects were immediate. Express.js overhauled its vulnerability reporting 
process, while ESLint and webpack now have escalation paths directly to OpenJS. The team also 
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updated coordinated disclosure practices, completed security assessments for six projects and 
threat models for two, and worked closely with GitHub and npm to develop secure publishing 
guidance that was subsequently contributed to MDN Web Docs, extending its reach to millions of 
web developers worldwide.

Other notable projects include securing end-of-life Node.js versions,shaping npm and github 
security practices, advancing Node.js secure release practices, Node.js platform improvements, 
threat modeling and security governance, direct support for foundation projects, scaling OpenJS 
security expertise across the ecosystem and OpenJS projects’ incident response plans:

With Alpha-Omega’s continued support, the OpenJS Foundation made meaningful strides in 
2025 toward strengthening security across Node.js and the broader JavaScript ecosystem. This 
work reflects our belief that investing in foundation-level security capacity pays dividends across 
the many projects and millions of developers that depend on these platforms every day.

Education and community engagement were central to the year’s progress. Through blog posts, 
conference talks, workshops, mentoring, and live streams, the team shared practical security 
knowledge with maintainers and contributors across the JavaScript community – the kind of 
outreach essential for building a lasting security culture.

Hands-on support extended to more than ten hosted projects – including NativeScript, ESLint, 
Express, webpack, Lodash, Mocha, and Lit helping maintainers reduce supply-chain risk, improve 
release processes, and adopt stronger security policies. To make this support more scalable, the 
Foundation launched a dedicated #security-help Slack channel, created a Command Center for 
Security and Compliance alongside the new OpenPathfinder compliance tooling, and donated 
the is-my-node-vulnerable package to the Node.js organization for broader community use. 
Altogether, these efforts have created a more predictable and transparent security foundation for 
the JavaScript ecosystem, setting the stage for continued progress in 2026.

OpenRefactory

Alpha-Omega supported OpenRefactory’s work in 2025 on a challenge that sits at the 
intersection of software security and practical usability: helping developers quickly determine 
whether a known vulnerability in a dependency actually affects their specific application. This 
is a more important problem than it might initially seem – modern software projects routinely 
depend on hundreds of third-party libraries, and when a new vulnerability is disclosed in one of 
those libraries, developers face the difficult question of whether their particular usage of that 
library is actually exposed to the flaw. Without a reliable way to answer that question, teams 
either waste time chasing false alarms, or worse, ignore real risks buried in a flood of alerts.
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The solution OpenRefactory pursued is the automated generation of Vulnerability Exploitability 
eXchange (VEX) documents for the Java ecosystem. A VEX document is essentially a structured 
statement that says whether a given vulnerability in a dependency is actually exploitable in 
the context of a specific application. Working in collaboration with Piotr Karwasz of the Apache 
Software Foundation, the team open sourced several key capabilities: generating static call 
graphs by analyzing Java source code, identifying the specific functions or methods where 
each vulnerability originates, and using that information together to produce VEX documents 
automatically. A reference workflow using GitHub Actions was also created, demonstrating how 
these components can be integrated directly into a project’s CI/CD pipeline.

The team applied this approach first to Apache Solr, generating VEX documents for its 65 
outstanding dependency CVEs, and then extended the work to Apache Hadoop, Kafka, Commons 
Compress, Commons Text, and Commons Configuration. This kind of practical, project-level 
validation is essential for demonstrating that automated VEX generation works at real-world 
scale and complexity.

One of the most forward-looking contributions from this effort is the proposal for what the 
team calls “VEXplanations.” Today, VEX documents provide a simple machine-readable status 
– affected or unaffected – along with a human-readable note. However, a recent Open Source 
Economy survey on VEX usage found that the lack of verifiable justification is the top concern 
among consumers of these documents. VEXplanations address this gap by providing a detailed, 
machine-readable rationale explaining why a vulnerability is considered reachable or not in a 
given context. This additional layer of transparency allows users to independently verify the 
assessment rather than simply trusting it on faith which provides a meaningful step toward 
making VEX a tool that developers and security teams can rely on with confidence.

The work was recognized as a key highlight in the Apache Software Foundation’s 2025 year-in-
review, underscoring both its technical significance and its practical value to one of the largest 
open source communities in the world.

Open Source Technology Improvement Fund 

Alpha-Omega deepened its partnership with Open Source Technology Improvement Fund (OSTIF) 
in 2025, funding hundreds of hours of independent security research and expert review across a 
wide range of open source projects. OSTIF plays a distinctive role in our portfolio — rather than 
embedding security capacity within a single ecosystem, OSTIF connects open source projects 
with world-class security auditors and researchers, ensuring that critical software receives the 
kind of rigorous, independent scrutiny that most volunteer-maintained projects could never 
afford on their own.
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Three major engagements were published this year. The first and most ambitious was a security 
review of 25 open source projects central to the AI and large language model development stack, 
conducted by Ada Logics. As AI adoption accelerates, the open source tools and libraries powering 
that adoption deserve the same security attention as traditional infrastructure software. Each 
project was manually reviewed for general security posture, tooling and testing practices, and 
vulnerability handling, resulting in the identification of ten AI-specific vulnerabilities that were 
reported to maintainers. The second engagement, funded through OpenSSF, was a security code 
audit of RSTUF (Repository Service for TUF) conducted by X41D-Sec. Over 22 days, the audit 
team developed a custom threat model, performed a whitebox penetration test, and reviewed 
the project’s core submodules – work that strengthens a tool designed to protect the integrity of 
software repositories. The third published engagement was a security audit of OpenSSF’s own 
Security Scorecards project, also conducted by Ada Logics. Five repositories were threat-modeled 
and manually reviewed, and the engagement included fuzzing work that resulted in continuous 
fuzz testing of the majority of Scorecards probes through OSS-Fuzz – meaning the project will 
benefit from ongoing automated vulnerability detection long after the audit itself is complete.

Beyond these published results, OSTIF and Alpha-Omega collaborated steadily throughout the 
year on engagements that are still underway, collectively impacting over 100 projects and billions 
of end users. Looking ahead to 2026, the partnership will expand into new territory, including 
collaboration on DARPA’s Artificial Intelligence Cyber Challenge (AIxCC) in partnership with 
OpenSSF to improve the resilience of open source AI infrastructure, as well as continued rapid 
assessments and security remediation efforts across the open source landscape.

Python Software Foundation

With Alpha-Omega’s continued support, the Python Software Foundation (PSF) made important 
advances in 2025 toward securing the Python ecosystem from the language itself to the Python 
Package Index (PyPI), one of the largest open source package repositories in the world. This work 
was led by Seth Larson, Security Developer-in-Residence, and Mike Fiedler, PyPI Safety and 
Security Engineer, in close collaboration with the broader Python community.

A defining theme for the PSF this year was building long-term sustainability for its security work. 
The Foundation pursued multiple new funding sources, including a National Science Foundation 
grant for open source ecosystem safety. The PSF was awarded a grant from the Sovereign Tech 
Agency to fund work on fuzzing package archive implementations and PyPI account recovery 
processes. The PSF separately had to withdraw its first-time federal funding after late changes 
to the grant terms conflicted with its commitment to its community and mission. These efforts 
to diversify funding are a healthy sign that the security culture Alpha-Omega helped catalyze 
is taking root as a permanent priority. In addition, the team completed the governance and 
infrastructure work needed to formalize the Python Security Response Team, with broader 
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community participation expected following approval by the Python Steering Council in early 
2026.

A standout area of progress was the PSF’s work on improving the integrity and measurability 
of Python packaging. Python packages commonly include what are known as “phantom 
dependencies” (bundled software libraries (often written in C, C++, Fortran, or Rust)) that are not 
identified in package metadata. This makes it difficult to know what software is actually inside 
a package, which is a serious gap for security and compliance. To address this, Seth Larson 
authored PEP 770, which creates a mechanism for packaging tools to record software identity 
information using established Software Bill-of-Materials (SBOM) standards like SPDX and 
CycloneDX. The PSF then drove adoption by building a new library called “whichprovides” and 
implementing automatic SBOM generation in the widely used packaging tools auditwheel and 
cibuildwheel. The team also collaborated across the Python packaging ecosystem to mitigate 
security vulnerabilities that exploited inconsistencies in how package archive formats like ZIP and 
tar are processed – a class of attack relevant to all open source ecosystems. The PSF published 
its findings and recommendations in a white paper on package archive standard integrity.

PyPI itself added several important security features in response to evolving threats targeting 
open source registries, including persistent reverse-proxy phishing campaigns and worms 
that propagate through stolen account credentials and API tokens. The most effective 
countermeasure to these threats, Trusted Publishers, a capability PyPI pioneered, continued 
to see growing adoption both within Python and across other ecosystems. In 2025, the 
PSF expanded Trusted Publisher support to self-hosted GitLab instances and published 
implementation guidance that was adopted by crates.io, NuGet, and npm, extending the impact 
of this work well beyond Python. PyPI also implemented domain resurrection protections, a 
new project quarantine status paired with a malware reporting API, and adopted typo-squatting 
detection techniques proven effective by crates.io. A new project status feature now allows 
maintainers to mark packages as archived, giving users a clear signal when a project is no longer 
being maintained.

Ruby Central

Alpha-Omega’s Ruby Central investment continued to pay dividends in 2025, enabling the 
team to meaningfully strengthen the security, resilience, and sustainability of the RubyGems 
ecosystem; the package infrastructure that underpins the entire Ruby programming language 
community.

A key priority was responding to findings from the 2024 Trail of Bits security audit of RubyGems.
org. Those findings were the roadmap for infrastructure hardening, migrating to single sign-on 
access for AWS, implementing unified audit logging, and removing long-lived credentials that 
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could pose a risk if compromised. The team also established RubyGems.org’s first comprehensive 
platform policies covering terms of service, acceptable use, privacy, and copyright providing the 
legal and operational foundation needed to manage package lifecycles and enforce security 
standards going forward.

On the supply-chain security front, Ruby Central reached a significant milestone with the 
development of a Sigstore client for Ruby and its integration into RubyGems.org’s trusted 
publishing workflow. Sigstore allows developers to cryptographically verify that a package was 
published by a trusted source through an automated pipeline, rather than relying solely on 
credentials that could be stolen or misused. This brings RubyGems closer to the level of supply-
chain protection that Alpha-Omega has helped advance in other ecosystems like Python and 
npm.

Alpha-Omega’s support also helped catalyze longer-term ecosystem improvements. Samuel 
Giddins’ work on precompiled binary gems progressed from early research to a formal 
implementation and Request for Comments (RFC), laying the groundwork for safer package 
installations by reducing arbitrary code execution at install time. A new partnership with 
ClickHouse introduced ecosystem-wide data pipelines and analytics, giving the community better 
visibility into gem usage patterns to inform security and maintenance priorities. Finally, Ruby 
Central launched Organization Accounts on RubyGems.org, a feature Alpha-Omega supported 
in 2024 and onboarded AWS as its first production organization, providing teams a structured 
way to manage gem ownership and reducing the risks that come with individual maintainers 
controlling critical packages alone.

Rust Foundation

Alpha-Omega’s continued funding of the Rust Foundation Security Initiative drove significant 
progress in 2025, with the team expanding its work across supply-chain security, vulnerability 
detection, safe build practices, and ecosystem tooling. The initiative reflects a model we have 
seen succeed across our portfolio, where having dedicated security staffing embedded within a 
foundation can systematically raise the bar for an entire language ecosystem.

A central focus this year was strengthening crates.io, Rust’s official package registry. The team 
implemented trusted publishing, which allows developers to publish crates directly from GitHub 
Actions and GitLab CI workflows without managing long-lived API tokens and eliminating a 
common class of credential-related risk. The team also reached agreement on a TUF (The Update 
Framework) protocol for crates.io and Rust releases, which is now being implemented. Once 
deployed, TUF will establish the foundation for cryptographic crate signing and official mirroring, 
giving the ecosystem stronger guarantees about package integrity. Additionally, the necessary 
building blocks are now in place for a best-in-class crate analysis service, combining tools like 
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Typomania for detecting malicious name-squatting, a Rust-based implementation of Capslock 
for capabilities analysis, and Painter for dependency graph modeling. Work has also begun on 
surfacing known vulnerabilities directly on crates.io, with plans to roll this out in early 2026.

Infrastructure hardening and security monitoring were equally important priorities. The team 
built out automated detection capabilities using tools like Wiz and DataDog, enabling alerts for 
suspicious activities such as unusual account creation, rapid infrastructure changes, and secrets 
exposure on cloud-based developer environments. By leveraging data from ecosyste.ms to 
identify high-impact crates and authors, the team established dashboards and monitoring across 
crates.io and infrastructure logs, providing real-time visibility into the activities surrounding the 
most critical packages and maintainers. These investments paid off directly in incident response 
allowing the team thwart and resolve multiple attacks over the course of the year, including 
identifying malicious crates and users, inspecting suspect URLs and domains, collaborating 
with Alpha-Omega and the broader OpenSSF community on takedowns, and developing crates.
io-specific playbooks for future incidents.

Trail of Bits

Alpha-Omega’s partnership with Trail of Bits and OpenSSF delivered a meaningful advance in 
Homebrew’s supply-chain security posture through the addition of build provenance attestations, 
leveraging GitHub’s native attestation infrastructure. Every bottle built by Homebrew now carries 
cryptographic proof tying it to the specific GitHub Actions workflow responsible for its creation. 
This reflects a model we consistently look to fund: targeted technical investment that converts 
a trust assumption into a verifiable fact. Previously, users had to take on faith that a given bottle 
was built from the expected source. Now that relationship is provable, making it significantly 
harder for a compromised maintainer to silently substitute malicious versions.

A deliberate design choice in the implementation was its handling of historical packages. Rather 
than leaving older bottles unattested, the team executed a backfilling process that generated 
attestations for packages predating the system’s deployment. The result is broad, consistent 
coverage across all official Homebrew packages from day one of the feature’s availability.

The brew verify command gives users a straightforward path to checking provenance directly, 
though the feature remains in beta and verification is not yet automatic by default. Looking 
ahead, there are plans to extend attestation coverage to third-party Homebrew repositories, 
which would bring the same integrity guarantees to the broader ecosystem and close what 
remains the most significant remaining gap in coverage.
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Staff Learnings 
Knowing a vulnerability exists is not the same as knowing it’s dangerous, and 2025 explored 
making that distinction actionable. Alpha-Omega’s Vulnerability Exploitability (VEX) Initiative, 
launched mid-year, addressed a persistent gap: automated scanners could flag vulnerabilities 
in dependencies, but had no machine-readable way to know whether those vulnerabilities were 
actually reachable in a given codebase. The Log4j/Kafka case made this concrete – Log4j’s 
Jackson YAML parser integration posed no real risk because it only read trusted config files, 
but that nuance existed nowhere a scanner could read it. The new tooling traces attack paths 
through code to determine exploitability, dramatically cutting manual analysis burden and helping 
organizations demonstrate compliance with frameworks like the EU Cyber Resilience Act.

The clearest through-line in 2025 was that proven security patterns from one ecosystem can, 
and should, be transplanted to others. Trusted publishing, which eliminates long-lived API tokens 
by replacing them with short-lived OpenID Connect (OIDC) credentials, was pioneered by PyPI 
and successfully ported to crates.io in 2025, with over 770 Rust packages adopting it quickly. 
Meanwhile, Seth Larson’s white paper on archive format security (path traversal, decompression 
bombs, archive confusion) made the case that vulnerabilities baked into zip and tar decades ago 
still present active risks across virtually every package ecosystem, and that Python’s defensive 
response should be a model for others. Alpha-Omega’s 2025 work consistently reinforced 
a single lesson: open source security scales when knowledge and tooling cross ecosystem 
boundaries rather than staying siloed.

How We Work
Drivers of Success

Alpha-Omega protects society by funding and catalyzing sustainable security improvements 
across open source software. To do that effectively with limited resources, we focus on two 
criteria when evaluating potential investments: how critical the project or ecosystem is to the 
broader software landscape, and how quickly the investment can translate into demonstrated 
security improvements.

The first criterion — criticality — is important but requires a pragmatic lens. There is no shortage 
of open source projects that underpin essential infrastructure, and we are not convinced that 
attempting to rank them against one another below a certain level of granularity is a productive 
exercise. Is Node.js more critical than Python? Is GCC more critical than React? These are 
interesting research questions, but they are not the right questions for us. All of these projects 
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are critical, and all of them deserve investment in their security. We stay informed by the work 
of the OpenSSF’s Securing Critical Projects working group to ensure our focus remains aligned 
with the broader community’s understanding of where risk is concentrated, but we do not treat 
criticality as a narrow ranking exercise.

Where we sharpen our focus is on leverage and readiness. We look for investments where a 
single grant can improve security for a disproportionately large number of downstream users 
which is why we have gravitated toward ecosystems like Rust and Python, foundations like 
Eclipse and Apache, and package registries like PyPI and crates.io, where improvements ripple 
outward across thousands of projects and millions of developers. Equally important is what 
we think of as “shovel readiness” — the organization’s ability to put funding to work quickly 
and effectively. In practice, this means the organizations we invest in typically already have 
relationships with security talent and the operational maturity to hire, manage, and direct that 
work without requiring heavy oversight from our team. This approach allows us to do more with 
fewer resources within the Alpha-Omega project itself.

Our operating model reflects this philosophy. We take a hands-off approach to execution while 
maintaining close communication with the teams we fund. We are at our most effective when we 
act as a catalyst — providing the financial resources and convening power that enable mature 
organizations to take on important security work they already know needs to be done. In return, 
we ask that our partners share what they learn both with us and with the broader community. 
These ongoing conversations are where some of the most valuable insights emerge, and we 
will continue to actively curate and facilitate them. The cross-pollination of ideas between our 
grantees has become one of the most rewarding and impactful aspects of the program, enabling 
innovations developed in one ecosystem to be adopted and adapted by others.

A four-pronged strategy

Building on the past years of grants and lessons learned, we have identified four categories of 
grant funding:

SECURITY 
STAFFING

A
AUDITS & 

REMEDIATION

C
ARTIFACT 

REPOSITORIES

B
INNOVATION &  

EXPERIMENTATION

D

This categorization of investments continues to be an important framework for our thinking 
and grant making process. It allows us to better plan for the longer term and to be clear on our 
expectations of impact.
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SECURITY STAFFING

One of the clearest lessons from Alpha-Omega’s work over the past several years is that the 
single most effective way to improve the security culture of an open source community is to 
make security someone’s full-time job and, critically, to ensure that person is deeply trusted 
within the community they serve. Open source ecosystems are built on relationships, shared 
norms, and earned credibility. A security lead who already understands the community’s values, 
workflows, and history can drive changes that an outside expert, however talented, simply could 
not. We have seen this pattern repeat across nearly every investment we have made, from the 
Python Software Foundation and the Eclipse Foundation to the Rust Foundation and OpenJS. In 
each case, the presence of a dedicated, community-embedded security champion has been the 
catalyst for lasting cultural and operational change.

An equally important insight has been that the community of open source security leaders 
is itself a community worth cultivating. By bringing the security leads from our partner 
organizations together for regular roundtable discussions, we have created a space where 
challenges faced in one ecosystem can surface solutions already proven in another. A compelling 
example is the spread of Trusted Publishing, a mechanism for securely linking package releases 
to verified CI/CD pipelines, which originated at PyPI and has since been adopted or adapted by 
crates.io, NuGet, npm, and RubyGems in no small part because of conversations that began 
within this group. Similarly, discussions about how to handle end-of-life decisions and crisis 
management for smaller, under-resourced projects have led to shared frameworks that no 
single community would have developed on its own. The Alpha-Omega team actively facilitates 
these conversations and routinely discusses emerging ideas with our community members. 
The feedback and cross-pollination that result have meaningfully shaped our strategy and 
strengthened the work of every organization involved.

ARTIFACT REPOSITORIES

Package managers like PyPI, npm, crates.io, and Homebrew serve as the “app stores” of modern 
software development. When a developer adds a dependency to their project — whether it is a 
cryptographic library, a testing framework, or a data processing tool — they are almost always 
downloading it from one of these central repositories. This makes package managers some of the 
most critical points of trust in the entire software supply chain. Every package published, every 
download served, and every identity verified flows through these systems, meaning that their 
security posture directly affects every developer and every end user in the ecosystem they serve.

That central role also makes package managers attractive targets for malicious actors. From 
the XZ Utils backdoor to regular reports of malware published to npm and PyPI, the past several 
years have made clear that attackers increasingly view these repositories as high-value entry 
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points for compromising software at scale. A single malicious package, if widely downloaded, can 
propagate across thousands of applications before anyone notices.

But the same centrality that makes package managers a target also makes them a powerful 
point of leverage for defenders and this is precisely where Alpha-Omega sees opportunity. A 
security improvement made at the repository level does not just protect one project; it raises 
the baseline for every package and every user in the ecosystem. This is why investments in 
capabilities like Trusted Publishing, malware detection, and identity verification at the package 
manager level have been among the highest-impact work in our portfolio.

A compelling example is the work we funded with Homebrew, the popular package manager for 
macOS and Linux, to bring build provenance and code signing to practically all packages available 
through the ecosystem. Build provenance gives users a verifiable record of how and where a 
package was built, while code signing provides cryptographic assurance that the package has not 
been tampered with after publication. Together, these capabilities help close the gap between 
trusting a package because it has a familiar name and trusting it because there is verifiable 
evidence of its integrity — a meaningful shift in how supply-chain trust is established.

AUDITS & REMEDIATION

Security audits have been a foundational element of Alpha-Omega’s strategy since our earliest 
investments. An audit in which independent security experts systematically examine a project’s 
code, architecture, and processes for vulnerabilities and weaknesses is one of the most direct 
and proven ways to improve the security of open source software. Many of our most productive 
engagements began with exactly this kind of assessment, followed by hands-on remediation 
work to address the findings.

But the value of an audit extends well beyond the specific vulnerabilities it uncovers. We have 
consistently found that audits serve as a cost-effective catalyst for broader organizational 
change. When a trusted third party delivers a clear, prioritized assessment of a project’s security 
gaps, it creates a shared understanding among maintainers and stakeholders about what 
needs to be improved and why. That shared understanding, in turn, makes it far easier to justify 
investing time and resources in security practices that persist long after the audit report is filed. 
Things like adopting better dependency management, establishing vulnerability disclosure 
processes, or committing to regular security reviews becomes part of the development cycle.

In addition to these comprehensive, in-depth audits, Alpha-Omega regularly funds what we think 
of as lightweight, narrowly scoped assessments designed to cover a large number of projects 
efficiently. Rather than spending weeks deeply examining a single codebase, these engagements 
apply targeted analysis across dozens or even thousands of projects to surface common classes 
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of risk at scale. Examples include the Apache Software Foundation’s “Beach Cleaning” initiative 
with OpenRefactory, which systematically evaluated dependencies across ASF projects, and 
broad scanning efforts covering thousands of PyPI packages to identify widespread vulnerability 
patterns. These lightweight approaches complement traditional audits by casting a wider net — 
identifying risks that might never surface through project-by-project review alone and generating 
findings that benefit entire ecosystems rather than individual projects.

INNOVATION & EXPERIMENTATION

Alpha-Omega was founded with a spirit of experimentation, and that mindset remains central 
to how we operate. While we have learned a great deal since our founding – about what works, 
where to invest, and how to structure engagements for maximum impact – we are the first 
to acknowledge that much of the playbook for securing open source software at scale is still 
being written. The challenges are genuinely difficult, and we believe that a willingness to try 
new approaches, learn from the results, and share those lessons openly is essential to making 
progress.

We are particularly interested in experimentation that serves as a catalyst for change, whether 
that change is horizontal, spreading a proven practice across many projects or ecosystems or 
vertical, deepening security capabilities within a single critical project or organization. Some of 
the most impactful work in our portfolio began as experiments: Trusted Publishing started as 
an idea within PyPI and has since spread to multiple package managers; automated capability 
analysis through tools like JCapsLock is exploring entirely new ways to understand supply-chain 
risk; and lightweight audit methodologies are testing whether broad, shallow assessments can 
complement traditional deep-dive reviews in cost-effective ways.

The open source ecosystem is vast, and no single organization, including Alpha-Omega, can 
directly address every project that needs security investment. That reality makes innovation 
not just valuable but necessary. We are especially drawn to solutions and approaches that can 
scale beyond the projects we fund directly: tools that work across ecosystems, frameworks that 
communities can adopt independently, and practices that, once demonstrated, spread organically 
through the open source community. Finding and supporting those kinds of multiplier effects is 
where we believe experimentation can have its greatest return.
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Leadership Team
The Alpha-Omega project is managed by a core leadership team, including:

Michael Scovetta, Microsoft 
Michael Scovetta is a Principal Security Assurance Manager at Microsoft, where he leads a 
team focused on understanding and addressing emerging security threats in open source 
software. Michael co-founded and co-leads Alpha-Omega and brings over 25 years of 
experience in software engineering and security. At Microsoft, his team has created 
and released open source security tools including Application Inspector, Attack Surface 
Analyzer, and OSS Gadget. He also led the OpenSSF’s Identifying Security Threats 
working group and authored the white paper Threats, Risks and Mitigations in the Open 
Source Ecosystem. He earned a Master of Engineering in Computer Science from Cornell 
University and a Bachelor of Science from Hofstra University.

Bob Callaway, Google
Bob Callaway is the leader of Google’s Open Source Security Team (GOSST), spearheading 
initiatives to bolster the security of open source software, benefiting both Google and the 
global community. Under his leadership, the GOSST team develops and contributes to 
projects that address critical areas such as supply chain integrity, observability, and 
vulnerability management. GOSST also plays a pivotal role in managing essential 
internet infrastructure services, including OSV, Sigstore, and Certificate Transparency 
logs. Bob’s influence extends to advisory positions in key organizations: he serves 
as a member of the Technical Advisory Council for the OpenSSF, is a co-founder and 
technical steering committee member of Sigstore, and represents Google on the Alpha-
Omega project leadership team. His extensive experience includes engineering and leadership 
roles at Red Hat, NetApp, and IBM. Bob holds a PhD in Computer Engineering from NC State 
University, where he also shares his expertise as an adjunct assistant professor in the ECE 
department.

Henri Yandell, Amazon Web Services
Henri specializes in large-scale organization of Open Source. Starting as a committer 
with Jakarta and Apache Commons projects in 2001, he has served on Apache Software 
Foundation legal and security committees, and as a board member. From 2007 he has 
been a leader of Open Source at Amazon, tackling licensing, upstreaming, company 
projects, and now the growing field of open source security.
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Michael Winser, XWind.io
Michael is a 40 year veteran in the software industry, with over 25 of those years at 
Google and Microsoft. He co-founded Alpha-Omega while at Google. Michael is an 
industry expert in software supply chain security, software development, and developer 
ecosystems. In addition to Alpha-Omega, Michael works with corporations and open 
source organizations to develop and execute on their security strategy. Michael is also a 
Security Strategy Ambassador for the Eclipse Foundation. 

The strength of Alpha-Omega’s leadership team lies not only in the depth of experience each 
member brings across open source, software development, and security, but also in the strategic 
reach of their parent organizations and personal networks. These connections amplify the impact 
of every investment we make, opening doors to partnerships, talent, and expertise that would 
otherwise be difficult to access. Since our founding, all significant decisions have been made 
collaboratively, and to date, every major decision has been reached by unanimous agreement 
among the core leadership team; a reflection of the shared vision and mutual trust that define 
how we work.

Alpha-Omega’s operations depend on more than its leadership alone. We owe a particular debt of 
gratitude to Kate Powell, Michelle Favalora, and Sally Cooper from the Linux Foundation, whose 
insights, wisdom, and ongoing support keep the project running smoothly. Their behind-the-
scenes contributions are essential to everything we do.

We would also like to recognize the many individuals listed below, whose continued support and 
dedication to open source security have been invaluable to Alpha-Omega’s progress.

David Nalley (AWS), 
Dustin Ingram (Google), 

Eric Brewer (Google), 
Jonathan Meadows (Citi), 

Mark Russinovich (Microsoft), 
Miaolai Zhou (AWS), 

Yesenia Yser (Microsoft)
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Grants
Alpha-Omega provided 31 grants to 18 distinct organizations driving security improvements 
in 2025. The average grant size was $198,562. Work funded by Alpha-Omega in 2025 was 
supported by a total of $6,155,410 in grants. These calculations reflect the year in which the 
grant funds were utilized.

Total grants issued by Alpha-Omega since its inception is $19,674,118.

2025 BREAKDOWN 

STAFFING & SECURITY HARDENING

37% 
OF 2025 GRANTS

$3,625,156

PACKAGING REPOSITORIES

29.8% 
OF 2025 GRANTS

$2,929,702

AUDITS & REMEDIATION

15% 
OF 2025 GRANTS

$1,472,560

INNOVATION & EXPERIMENTATION

18.2% 
OF 2025 GRANTS

$1,782,592
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Content & Outreach

In 2025, Alpha-Omega and our grant recipients shared a wide range of stories, updates, and 
resources that highlight the people and projects working to improve open source security. 
Through blogs, reports, whitepapers, and community features, this content offers a closer look at 
how funded work is helping make critical open source software more secure and sustainable.

1.	 Alpha-Omega Supports Ruby Central’s Expansion of Open Source Leadership & Security
2.	 Alpha-Omega 2024 Annual Report
3.	 The Apache Software Foundation Announces New Fundraising Program to Support Mission 

Critical Initiatives for Open Source Projects
4.	 Dealing with (Hypothetical) Sham Packages
5.	 Package typosquatting detection in {Rust,Dust,Trust,Rut}
6.	 REPORT: An Overview of Cyber Security Funding for Open Source Software
7.	 Raising the Security Bar: Eclipse Foundation Rapid Security Reviews Launching in 2025
8.	 Sneak peek: A new ASN.1 API for Python | William Woodruff, Trail of Bits
9.	 The Open Source AI Security Series: Prompt Injection | Divan Jekels of Bytewhisper Security
10.	 Making PyPI’s test suite 81% faster
11.	 Strengthening Rust Security with Alpha-Omega: A Progress Update
12.	 CRustabilities: Capabilities, Rust and Capslock
13.	 Alpha-Omega Presents | OpenJS Security Update: March–April 2025
14.	 The Open Source AI Security Series| Part 2
15.	 Unmasking Phantom Dependencies with Software Bill-of-Materials as Ecosystem-Neutral 

Metadata | White Paper by: Seth Larson – Python Software Foundation
16.	 Member Spotlight: AWS – Funding Open Source Security Empowerment
17.	 OSTIF 2025 Alpha-Omega Partnership Updates and Roadmap
18.	 Alpha-Omega Endorses the Joint Statement on Sustainable Stewardship
19.	 Trusted Publishing: Secure Rust Package Deployment Without Secrets
20.	 How I Learned to Stop Worrying and Love the VEX
21.	 Apache Trusted Releases platform begins second Alpha
22.	 Slippery Zips and Sticky Tar-Pits: Security and Archives | White Paper by: Seth Larson – 

Python Software Foundation
23.	 Documenting Package Manager Data: Insights from ecosyste.ms
24.	 Strengthening FreeBSD’s Software Supply Chain: Year Two of Alpha-Omega Support
25.	 The Open Source AI Series: A security health check of 25 popular open source AI/LLM 

projects: Findings and lessons learned
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https://alpha-omega.dev/blog/alpha-omega-supports-ruby-centrals-expansion-of-open-source-leadership-security/
https://alpha-omega.dev/blog/alpha-omega-2024-annual-report/
https://alpha-omega.dev/blog/the-apache-software-foundation-announces-new-fundraising-program-to-support-mission-critical-initiatives-for-open-source-projects/
https://alpha-omega.dev/blog/the-apache-software-foundation-announces-new-fundraising-program-to-support-mission-critical-initiatives-for-open-source-projects/
https://alpha-omega.dev/blog/dealing-with-hypothetical-sham-packages/
https://alpha-omega.dev/blog/package-typosquatting-detection-in-rustdusttrustrut/
https://alpha-omega.dev/blog/report-an-overview-of-cyber-security-funding-for-open-source-software/
https://alpha-omega.dev/blog/raising-the-security-bar-eclipse-foundation-rapid-security-reviews-launching-in-2025/
https://alpha-omega.dev/blog/sneak-peek-a-new-asn-1-api-for-python-william-woodruff-trail-of-bits/
https://alpha-omega.dev/blog/the-open-source-ai-security-series-prompt-injection/
https://alpha-omega.dev/blog/making-pypis-test-suite-81-faster/
https://alpha-omega.dev/blog/strengthening-rust-security-with-alpha-omega-a-progress-update/
https://alpha-omega.dev/blog/crustabilities-capabilities-rust-and-capslock/
https://alpha-omega.dev/blog/alpha-omega-presents-openjs-security-update-march-april-2025/
https://alpha-omega.dev/blog/the-open-source-ai-security-series-part-2/
https://alpha-omega.dev/blog/unmasking-phantom-dependencies-with-software-bill-of-materials-as-ecosystem-neutral-metadata-white-paper-by-seth-larson-python-software-foundation/
https://alpha-omega.dev/blog/unmasking-phantom-dependencies-with-software-bill-of-materials-as-ecosystem-neutral-metadata-white-paper-by-seth-larson-python-software-foundation/
https://alpha-omega.dev/blog/member-spotlight-aws-funding-open-source-security-empowerment/
https://alpha-omega.dev/blog/ostif-2025-alpha-omega-partnership-updates-and-roadmap/
https://alpha-omega.dev/blog/alpha-omega-endorses-the-joint-statement-on-sustainable-stewardship/
https://alpha-omega.dev/blog/trusted-publishing-secure-rust-package-deployment-without-secrets/
https://alpha-omega.dev/blog/vulnerability-exploitability-exchange-vex/
https://alpha-omega.dev/blog/apache-trusted-releases-platform-begins-second-alpha/
https://alpha-omega.dev/blog/slippery-zips-and-sticky-tar-pits-security-and-archives-white-paper-by-seth-larson-python-software-foundation/
https://alpha-omega.dev/blog/slippery-zips-and-sticky-tar-pits-security-and-archives-white-paper-by-seth-larson-python-software-foundation/
https://alpha-omega.dev/blog/documenting-package-manager-data-insights-from-ecosyste-ms/
https://alpha-omega.dev/blog/strengthening-freebsds-software-supply-chain-year-two-of-alpha-omega-support/
https://alpha-omega.dev/blog/the-open-source-ai-series-a-security-health-check-of-25-popular-open-source-ai-llm-projects-findings-and-lessons-learned/
https://alpha-omega.dev/blog/the-open-source-ai-series-a-security-health-check-of-25-popular-open-source-ai-llm-projects-findings-and-lessons-learned/
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Getting Involved
Alpha-Omega is an open and collaborative initiative, and we welcome participation from the 
broader community. We hold public meetings once a month, maintain an active Slack channel, 
and publish monthly updates on our website. Detailed progress reports from our engagement 
partners are available in our GitHub repository, and we provide regular updates to the OpenSSF 
Technical Advisory Council.

We are always looking to connect with individuals and organizations that share our vision of 
improving the security of critical open source software. If your organization is interested in 
providing funding to support Alpha-Omega’s mission, we would welcome that conversation. If 
you represent a security tool or vendor with capabilities in leading-edge security analysis of open 
source projects, we would like to explore how we might work together. If you maintain or lead a 
critical open source project and have an actionable, security-related initiative that could benefit 
from support, please reach out. And if you represent a developer ecosystem, package manager, 
or shared infrastructure serving the open source community and have shovel-ready ideas for 
security improvements, we would love to hear from you.

You can follow our work and connect with us on LinkedIn.
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https://openssf.slack.com/?redir=%2Farchives%2FC02LUUWQZNK%3Fname%3DC02LUUWQZNK
https://alpha-omega.dev/resources/reports/
https://github.com/ossf/alpha-omega/
https://openssf.org/about/tac/
https://www.linkedin.com/showcase/alpha-omega-oss

